NEQAMOrAM O6 UHOOPMALIMOHHO BE3OMNACHOCTU

Koraa peyb 3axoauTt 06 nHdopMaumoHHon 6e30nacHOCTM, 06bIYHO Mbl HAYMHAEM AyMaTb O
KOMMblOTEpax, CETAX, MHTEPHETE U Xakepax. Ho aAns obpa3oBaTenbHOM cpeabl npobneMa crouT
lWMpe: B OrpaxKaeHun yyawerocst oT MHdopMaumm, KoTopasi MOXXET HEraTMBHO MOB/IUATbL Ha €ero
¢dopMmpoBaHne n pasBuTMe, TO eCTb O NponaraHie pas/IMYHON HanpaBNEHHOCTMW.

MoHsaTMe nHpopMaumMoHHON 6e30nacHOCTH

Moa nHdpopMauMoHHOM 6e30MacHOCTbO MOHUMAaETCs 3alMIEHHOCTb MHPOPMALMOHHOM CUCTEMBI OT
C/ly4yaliHOro nnu npegHamMepeHHoro BMelaTenbCTBa, HaHocsLWero ywep6b BnagensuamM uam
nosib3oBaTensaM nHbopMauun.

Ha npakTuke BaXXHENWNMUM ABASIOTCS TpM acnekTa nHdopMaumMoHHON 6e30nacHoCTu:
e JOCTYNHOCTb (BO3MOXHOCTb 3@ pa3yMHOe BpeMs NnoaydnTtb Tpebyemyto
MHMOPMALNOHHYIO YCIyry);
e LENOCTHOCTb (aKTyasbHOCTb M HEMPOTUBOPEUYMNBOCTb MHMOPMALMK, ee 3aLULLEHHOCTb
OT paspyLleHns U HeCaHKUMOHMPOBAHHOIO U3MEHEHUS);
e KOH(PWUAEHUMaNbHOCTb (3aWmTa OT HECAHKUMOHNUPOBAHHOIO NPOYTEHUS).

HapylieHns AOCTYNHOCTU, LENOCTHOCTU U KOHDUAEHUMANBHOCTU MHbOPMaLUK MOTYT 6bITb
Bbl3BaHbl Pa3/IMYHbIMM OMACHbIMW BO3AENCTBUSMU Ha MH(POPMALIMOHHbIE KOMIMbIOTEPHbIE CUCTEMBbI.
OCHOBHbIe yrpo3bl MH¢OopMaLUMOHHON 6e30NacHOCTH

CoBpeMeHHass MHMOPMAUMOHHAA cMcTeMa NpeacTaBnseT cob0l COXHYK CUCTEMY, COCTOSILLYIO U3
60/1bLIOro Yncna KOMMNOHEHTOB PA3/INYHOM CTENEHN @aBTOHOMHOCTM, KOTOPbIE CBSA3aHbl MeXAy
cobon 1 06MeHmnBaTCA AaHHbIMU. MNpaKTUYECKN KaXKablii KOMMNOHEHT MOXET MoABEpPrHyTbCS
BHELWIHEMY BO34ENCTBUIO UK BbIMTU N3 CTPOS. KOMMOHEHTbI aBTOMaTU3MPOBAHHOM
NHMOPMaALMOHHON CUCTEMbI MOXHO pa3buTb Ha cneaytowme rpynmnbl:

AnnaparHbie cpeAcTBa. DTO KOMMbIOTEPbl N MX COCTaBHble YacTu (Npoueccopbl, MOHUTOPHI,
TepMuHanel, nepudepuinHble yCTPOWCTBa — NMPUHTEPbI, KOHTPOAepbl, Kabenu, TMHUM CBA3N U
T.4.);

lNMporpammHoe obecriedyeHune. D10 NpMobPETEHHbIE NPOrpaMMbl, UCXOAHble, O6BbEKTHbIE,
3arpy3oy4Hble MOAyn; onepaunoHHble CUCTEMbI U CUCTEMHbIE NPOrpaMMbl (KOMAUASATOPbI,
KOMMOHOBLUMKN N Ap.), YTUAUTbI, AMAarHOCTUYECKME NporpaMMmbl U T.4.;

AaHHble, XpaHMble BPEMEHHO M MOCTOSIHHO, Ha AMCKaX, (G3WKax, neyaTHble, apXuBbl,
CUCTEMHbIE XYypHanbl U T.4.;

MepcoHan. MNMonb3oBaTenNn, CUCTEMHblE aAMUHUCTPATOPbI, MPOrpaMMUCTbI U Ap.

OnacHble BO34ENCTBUS HA KOMMbIOTEPHYO MHMDOPMALMOHHYIO CUCTEMY MOXHO NMoApa3aenntb Ha
Cny4yanHble U NpeaHaMepeHHbie. AHaNM3 onbiTa NPOEKTUPOBAHMS, N3FrOTOBNEHUS N 3KCNIyaTauum
WH(OPMaLMOHHbLIX CUCTEM MOKa3biBaeT, YTo nHdOpMaLMs NoaBepraeTcs pasiMyHbIM CNy4YalrHbIM
BO34ENCTBMUAM Ha BCEX dTanaxX LMKIA XU3HU CUCTEMbI. [TpnYnMHaMuM cayyamHbiX BO3AENCTBUIA MpU
aKcnyaTtaunm MoryT 6biTh:

e aBapuMHblE CUTYALMKN M3-3a CTUXUNHBIX 6eACTBUI N OTKIIIOUEHWIA SNEKTPONUTAHUS;

e OTKa3sbl U cbon annapaTypsbl;

e OowMbKM B NporpaMMHOM obecrnedyeHum;

e owmnbkM B paboTe nepcoHana;

e [OMEXM B INHUAX CBSA3M N3-3a BO3AENCTBUA BHELLUHEN Cpeabl.

MpenHaMepeHHbie BO3AENCTBUS — 3TO LieNIeHarnpaB/ieHHble AENCTBUS HapywmnTena. B kauecTtee
HapyLwuTeNst MOryT BbICTyNaTb CAYXallMi, NOCETUTENDb, KOHKYPEHT, HAEMHUK. [lencTBus
HapywuTenst MoryT 6biTb 06yCcnoBieHbl pa3HbIMU MOTUBAMM:

e HeOOBOJILCTBOM C/TyXallEero CBOEN Kapbepown;

e B34TKOW;

e N060ONbITCTBOM;

e KOHKYpeHTHOW 6opbbon;

e CTpPEM/IEHMEM CaMOyTBeEpPAUTLCS NO6ON LIEHON.

MO>XHO COCTaBWUTb FMMMNOTETUYECKYIO MOAENb MOTEHUNANbHOIO HapyLWwnTens:
e KBanuduKauus HapywmTens Ha ypoBHe pa3paboTumka 4aHHOW CUCTEMbI;
e HapywuTenem MoxeT 6biTb Kak MOCTOPOHHEE SN0, TaK N 3aKOHHbIM NONb30BaTeNb
CUCTEMbI;
e HapywwuTeno U3BecTHa MHGOopMaumsa o npuHumMnax paboTel cMcTeMmsbl;



e HapywwuTenb BbibupaeT Haubosnee cnaboe 3BEHO B 3alUuUTE.

Hanbonee pacnpocTtpaHeHHbIM M MHOroo6pasHbiM BUAOM KOMMbIOTEPHbIX HAPYLUEHUI ABNAETCA
HECaHKLUMOHNPOBAHHbIA A0CTYMN. HeCaHKUMOHNPOBAHHbLIN AOCTYN MCNONb3YeT Ntobylo oWnbKy B
cucTeMe 3alnTbl M BO3MOXEH Mpu HepauMoHanbHOM Bblibope cpeiCcTB 3almThbl, X HEKOPPEKTHOM
yCTaHOBKE U HAaCTpOMKe.

MpoBeaeM knaccndukKaumio KaHaloB HECAHKLUMOHUPOBAHHOMO AOCTYyNa, MO KOTOPbIM MOXHO
OCYLLECTBUTb XULWEHNE, UBMEHEHMNE UTN YHUUYTOXEHNE MHPOopMaLnm:
Yepes yenoBeka:
e XWULlEeHWe HocuTenen nHdopMaunmn;
e yTeHue nHdbopMauum C 3KpaHa UM KnaBmaTypsbl;
e yTeHue nHdbopMauum U3 pacneyaTku.
Yepe3 nporpammy:
e repexBaT naponen;
e JewndpoBKa 3aWlMdpoBaHHOK NMHpOPMaLIMK;
e KOMMpOBaHMe MHMOpMaUKUM C HOCUTENS.
Yepe3 annapartypy:
e MOAK/OYEHME CcreumanbHO pa3paboTaHHbIX annapaTHbIX CpeacTs, obecneymnmBatomx
AOCTyn K nHdopmaunm;
e repexBaT Nob60OYHbIX INEKTPOMArHMUTHbIX U3JTy4YEeHUIA OT annapaTypbl, JIMHWIA CBS3M,
ceTeln aNeKTpPonNuUTaHms u T.4.

Ocob0 cnenyeTt 0CTaHOBUTBLCS Ha yrpo3ax, KOTOPbIM MOryT noABepraTbCs KOMMNbIOTEPHbIE CETU.
OcHoBHas ocobeHHOCTb N060I KOMMbIOTEPHOM CETU COCTOUT B TOM, YUTO €€ KOMMOHEHTHI
pacnpegeneHbl B npocTpaHcTee. CBSA3b MeXAy Y3/1aMu CETU OCyLlecTBNseTcs hdusnyeckun ¢
NOMOLLbIO CETEBbIX JIMHUIA N NPOrPaMMHO C NMOMOLLbIO MexaHu3Ma coobuieHuin. Mpu aTom
ynpasnsatowmne cooblleHns 1 gaHHble, NepecblslaeMble Mexay y3namum ceTu, nepefatoTcs B Buae
naketoB obMeHa. KoMnbloTepHble CETU XapaKTepHbl TEM, YTO MNPOTMB HUX NPEeANnpPUHUMAIOT TakK
Ha3blBaeMble yAasieHHble aTakn. HapywuTesnb MOXET HaXoAMUTbCS 3@ ThiCAYM KUTOMETPOB OT
aTakyeMoro obbekTa, Npy 3TOM HanaAeHU MOXET NMOABEepraTbCsA He TONIbKO KOHKPETHbIN
KOMMbOTEP, HO N MHOPMaUUs, NepesaroLlascs No CETEBbIM KaHanaM CBA3W.

O6ecneyeHmne nHpopMmayumMoHHon 6e3onacHOCTH

dopMMpoBaHMe pexnuMma MHGOpPMaLMOHHOM 6e30nacHOCTM — NpobsieMa KoMnnekcHasa. Mepsbl no ee
peLLUEHNIO MOXHO NoApa3AesnTb Ha NSATb YPOBHEN:
1. 3akoHogarTe1bHbINM . OTO 3aKOHbl, HOPMATUBHbIE aKTbl, CTaHAAPTbI M T.M.

HopMaTtueHo-npaBoBas 6a3a onpeaensowas NnopsaoK 3awmnTbl MHQOPMaUNK:

2. MopanbHO-3TYeCcKni. BceBO3MOXHblE HOPMbl MOBEAEHUS], HECOBNOAEHNE KOTOPbIX BEAET K
naZeHunto NpecTnxa KOHKPETHOro YesoBeka Wamn Lenon opraHusaumu.

3. AAMMHHNCTpaTUBHbINA. [JeNcTBMSA 06LLEero Xxapakrepa, npeanpuHMMaemMble pyKoOBOACTBOM
opraHmsaumu. TakKuMm OKYMEHTaMn MOryT ObiTb:

e pUKa3 PyKOBOAUTENSA O HA3HAYEHUW OTBETCTBEHHOIrO 3a obecneyeHume
MHMOpMaLMOHHON 6e30NacHOCTH;

e JOJ/IKHOCTHble 06593aHHOCTM OTBETCTBEHHOrO 3a obecnevyeHne MHPOpPMaLMOHHOM
6e3onacHocCTyH;

e MepeyeHb 3awmaemMbiXx NHHOPMaLMOHHbBIX pecypcoB 1 6a3 AaHHbIX;

e VHCTPYKLMIO, ONpeaensiowyo nopsaok npeaocrtaBneHns nHdpopMaumm CTOPOHHUM
opraHusaumMsiM no Mx 3anpocam, a Takxe No npaBaM AOCTyMna K Hel COTPYAHUKOB
opraHusaumu.

4. dnsznyeckmmn. MexaHnyeckune, aNeKTpo- U 31eKTPOHHO-MeXaHM4YecKme NpensaTCTBUSA Ha
BO3MOXHbIX NMYTSAX NPOHUKHOBEHMS NOTEHLUMANbHbBIX HApYLIUTENEN.

5. AnnapatHo-nporpaMMHbIi (3NEKTPOHHbIE YCTPOMCTBA M CneunanbHble NporpaMMbl 3aLWmUThl
nHdopmaumn).

MpuHATbIe Mepbl MO co3aaHuto 6e3onacHoOM MHPOPMALMOHHOM CUCTEMbI B LLKONE:
e (Ob6ecneyeHa 3awWmTa KOMMNbIOTEPOB OT BHELHMX HECAHKLMOHMPOBAHHbIX BO34ENCTBUN
(KOMNblOTEPHbIE BUPYCbI, Norndyeckne 60Mbbl, ataku xakepoB U T. 4.)
e YCTaQHOBJ/IEH CTPOrM KOHTPOJIb 3@ 3NIEKTPOHHOW Mo4Ton, ob6ecneyeH NOCTOSIHHbIN
KOHTPOJ/1b 3a BXOASLEN 1 nCXoasLlen KoppecnoHaeHUNeN.
e YCTaHOBNEHbl COOTBETCTBYOLME NAPOAN HA NepcoHasbHble MK.



e Mcnonb3oBaHbl KOHTEHT-GUALTPLI, AN GUAbTPaALMN CaUTOB MO UX COAEPXKUMOMY.

EAvHaa COBOKYMHOCTb BCEX 3TUX MEp, HamnpaB/ieHHbIX Ha NPOTUBOAENCTBME Yrpo3am
6€30MacHOCTM C Lenblo CBEAEHUSS K MUHMMYMY BO3MOXHOCTM yllepba, 06pasytoT CMCTEMY 3alUnTI.

CneunanucTbl, UMeLWmMe OTHOLWEHNE K CUCTEME 3alUMTbl AO/KHbI MOMHOCTLIO NPeaCcTaBnsTb cebe
NpUHUMNBbI ee PYHKLUNOHUPOBAHUA N B CNy4Yae BO3HUKHOBEHMUS 3aTpyAHUTENbHbIX CUTYyauUui
aleKBaTHO Ha HUX pearmpoBaTb. 104 3aLUNTON AO/HKHA HAaX0AUTbLCA BCS cUCcTeMa 06paboTku
MHdOopMaLnn.

Nnua, 3aHnMaLwmrecs obecneyeHneMm MHPoOpMaLMOHHOM 6e30MacHOCTU, A0KHbI HECTU JINYHYIO
OTBETCTBEHHOCTb.

HaaexHas cumcrtema 3awmThl 40KHA 6blITb MONHOCTLIO MPOTECTUPOBAHA M CorjlacoBaHa. 3awmTa
cTaHoBUTCS 6onee achdhekTMBHOM N rTMO6KON, ecnm oHa AONYyCKaeT UBMEHEHME CBOMX MapaMeTpoB
CO CTOpPOHbI aAMUHUCTPATOpa.

B 3akt0ueHMe cBOEro Aoknaaa XoTenocb 6bl AaTh HEKOTOPbIE pEKOMEHAALMN MO OpraHn3aumm
paboTbl B MIHPOPMALMOHHOM MPOCTPaHCTBE, YTObLI yb6epeub cebs n cBoux 6/IM3KMX OT UHTEPHET-
NpecTynHUKOB.

PekoMeHaauum No opraHM3aunm pa6otbl B MTHPOPMALMOHHOM NPOCTPAaHCTBE

1. Mepen Havanom paboTbl HEO6XOANMMO YETKO CPOPMYNMPOBATbL Lesib U BOMPOC NOMUCKA
nHdopMaumu.

2. XenaTenbHo BbipaboTaTb ONTUMasbHbIN anropuTM nomcka nHdopmaumm B cetm MHTEepHeT, YTo
3HAYUTENIbHO COKPATUT BPEMS M CUbI, 3aTPpaYeHHble Ha NMOUCK.

3. 3apaHee yCTaHOBUTb BpPEMEHHbIN NMMUT (2-3 4Yaca) paboTbl B MHPOPMALMOHHOM NMPOCTPAHCTBE
(npocMoTp Tenenepegaun, YteHne, NHTepHeT).

4. Bo BpeMs paboTbl He06x0AMMO AenaTb nepepbiB HA 5-10 MUHYT ANa CHATMA HU3NYECKoro
Hanps>XXeHUs U 3puTeNbHOM Harpysku.

5. Heo6xoamMMo 3HaTb 3-4 ynpaxHeHUs1 ANa CHATUS 3pUTENbHOMO HanpsXXeHUs U hU3nYecKomn
yCTanocTu.

6. PaboTaTb B XopoLwo npoBeTpeHHOM noMeweHnn, npm onTtMMasibHOM OoCBEWEHUN N B y,El,06HOl7I
nose.

7. He cTonT nerkomMbiCiieHHO obpallaTtbCs Co cnaM-nnMcbMamMm M 3axoanTb Ha Hebe3zonacHble Beb-
canTbl. NS MHTEPHET-NPECTYNHNKOB Bbl CTAHOBUTECH TIErKOM A00bIYEN.

8. Mpwu perncrpauum B coumarnbHbIX CETAX, HE YKa3blBalTe CBOW MNepCOHasbHble AaHHble,
HanpuMep: aapec UK AeHb POXAEHUS.

9. He ucnonb3yiTe B NOrMHE UM Napose NepCcoHanbHble AaHHbIE.

10. Bce 370 No3BONSAET MHTEPHET-NPECTYNMHUKAM MOSTYUYUTb AAHHbIE AOCTYMNA K aKKayHTam
3/1EKTPOHHOM MOYThI, @ Takxke UHbUUMpoBaTb AoMaluHue MK ans BKAIOYEHUS UX B 6OT-CETb UIN
ANS NOXULLEHUS 6AHKOBCKUX AaHHbIX poaUTENen.

11. Co3panTe cobCTBEHHbIN NpOoduIb Ha KOoMMNbloTEpe, YTObbI 0be3onacuTb MHMOpMaLULo,
XPaHSALLYIOCS Ha HEM.

12. He 3abbiBaliTe, uTo haKTbl, O KOTOPbIX Bbl Yy3HaeTe B NHTEepHETE, HY)KHO OYEeHb XOpPOLUO
npoBepuTb, ecnu BbibyaeTe NCNonb30BaTb X B CBOEN AOMallHeN paboTe. LlenecoobpasHo
CpaBHUTb TPU UCTOYHMKA MHGOPMaLNK, NpeXAe YEM PELNTb, KAKMM UCTOYHMKAM MOXHO
AOBepSTh.

13. O gocTtoBepHOCTM MHDOPMaLKMM, MOMELLEHHOW Ha CalTe MOXHO CyAUTb MO CaMOMYy CauTy,
y3HaB 06 aBTOpax canTa.

14. Pasmewasa nHgopmaumio o cebe, cBonMx 6NM3KMX N 3HAKOMbIX Ha CTPaHMLUAX CoUManbHbIX
ceTeln, cnpocuTe NpeaBapuUTeNbHO pa3pelleHne y Tex, 0 KoM byaet ata nHdopmaums.

15. He cnepyet pa3mewaTtb Ha cTpaHuuax Beb-cantoB ceou potorpadummn n dotorpadumm ceBomx
6/1M3KNX N 3HAKOMbIX, 3@ KOTOPble BaM MOTOM MOXeT 6bITb CTbIAHO.



16. Cobntoparite npasuna 3Tmkun npm obweHnn B MHTepHeTe: rpybocTb NpoBOLUMPYET APYIMX HA
Takoe Xe noseaeHue.

17. Ncnonb3ysa B cBoen paboTe MaTepuan, B3aTbl N3 MHPOPMALMOHHOIO NCTOYHUKA (KHUra,
nepuoanyeckas ne4yatb, MIHTepHeT), cneayeT ykasaTb 3TOT MCTOYHUK MHOPMaLMu Unm caenatb
Ha Hero CCblKy, ecnu matepuan 6bi1 Bamu nepepaboTaH.

PEKOMEHJIYEMBIE CAUTBHI
«Bbe3onacHocTb B UHTEepHeTe» — Kypc oT Akagemumn AHaekca

. https://stepik.org/be3onacHocTb-B-nHTEPHETE-191/

Kypc ons wkonbHNMKOB 6—9 K1accoB, HO OH 6yAeT NoneseH n poanTensaM, a TaKXe yuuTensam,
MJaHMPYIOLWKMM paccKa3biBaTb B LWWIKOSie 0 6€30nMacHOM UCNO/Ib30BaHUN UHTEPHETA, HanpuMep, BO
BpeMs Bcepoccuimnckoro ypoka no 6€30nacHOCTM B MHTEPHETE, UM NPOBOANTb YPOKK (PUHAHCOBOM
rpaMoOTHOCTU. B Kypce Tpu pa3saena. Kaxxablii pa3gen coCTOUT U3 KOHCNeKTa Ans
CaMOCTOSTENbLHOIO N3y4YeHUs, BUAEO-YpPOKa M TeCTa, MOMOralLWero fy4lle YCBOUTb U3YUYEHHbIN
MaTepuan. Mbl HageeMcsl, YTO KypC NMOMOXET OHbIM MOJ1b30BaTENSIM MHTEPHETA HE NONacTbCs Ha
YAOUYKY MOLLUEHHUKOB.

o http://www.ligainternet.ru/encyclopedia-of-security/parents-and-teachers/parents-

and-teachers-detail.php?ID=3652

Nnura 6e3onacHoro NHTepHeTa: ypokn 6e3onacHoro MIHTepHeTa. 34ecb Bbl HANAETE

pa3HoobpasHble MaTepuanbl K ypokaM 6e3onacHoro MHTepHeTa.

o http://www.saferunet.ru/

Ha calite «LleHTp 6e30onacHoro nHrepHerta B Poccmn» nonesHas nHdopmaums onsa aeten,

NoApPOCTKOB N B3POC/IbIX.

. https://mBa.pd/document/1910260

MHTepHeT-MolweHHn4YecTBO. NamaTtka MB ansa rpaxaaH.

o JInHng nomouwm «Jetn oHnamH» — 6ecniatHasg Bcepoccuiickas cnyxxba tenedoHHOro

M OHJIaH KOHCY/IbTUPOBaHUA ANa AETEN U B3POC/bIX Mo npobnemMam 6e3onacHoro

MCNOJIb30BAHNSA MHTEPHETA N MOBUIbHOMN CBSA3MW.

. lopsvag JiuHua ®oHaa ApyXeCTBEHHbIN PyHeT

. depepanbHasa nporpaMMa 6€30NacHOro AeTCKoro nHTepHeta foryab

o MHTepHeT n aetn. CoBeTbl N0 6€30nacHOCTU OT slabopaTopumn Kacnepckoro

. MNpaBwuia 6e3onacHon paboTbl B MHTEPHETE OT KOMMNaHuu Microsoft

o Ponvkn no 6e3onacHoOMY UCMNOJIb30BaHUIO MHTEPHETA OT KoMNaHuM Google

. MeToanyeckoe pykoBoACTBO "[1eCTpyKTUBHOE BO3AENCTBUE HA IMYHOCTb B CETU
"MHTepHeT"

o MamaTka no knbepbesonacHOCTU A1 HECOBEPLUEHHONETHUX

o Ponb 1 MecTo 3awuThl NpaB cy6beKTOB NepCoHaibHbIX AaHHbIX B obecrnedyeHnm

knbepbesonacHoCcTn
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http://www.friendlyrunet.ru/
http://gogul.tv/
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https://technet.microsoft.com/ru-ru/library/cc722487.aspx
http://www.youtube.com/watch?v=3Ap1rKr0RCE
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